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Managing eBusiness Security

eTrust Inoculate!T is an award-winning antivirus
solution, providing superior, realtime, enterprise-wide
protection against today's most prevalent security
threat—viruses. Unsurpassed management and auto-
mated virus signature updates protect today's networks
against potentially damaging and costly virus incidents.

eBusiness is at Risk of Infection

As today’s eBusinesses extend beyond the traditional enterprise,
customers, partners, suppliers and buyers must be assured a safe
and trusted environment to process transactions. The increased
threat of dangerous viruses, worms and malicious code puts an
eBusiness at more risk than ever. Sending and receiving email, sharing
files, utilizing online resources and conducting realtime transactions
are common activities that can rapidly infect an unprotected environ-
ment. Computer virus attacks are responsible for the loss of hillions
of dollars and countless hours of lost productivity. According to ICSA
Labs, computer virus incidents have increased over fifty percent in
the last five years. To make matters worse, new threats and their
variants are appearing every day.

To secure their infrastructures, organizations need to implement
effective network security policies that include an antivirus solution.
The ideal antivirus solution must be easy to manage, offer advanced
functionality and protect all mission-critical systems.

Superior Virus Protection and
Unmatched Manageability

eTrust Inoculate/T provides realtime virus protection for the entire
enterprise, across all critical systems, by continually detecting and
curing potentially damaging viruses. Sophisticated virus-scanning
engines from Computer Associates International, Inc. (CA) are at the
heart of eTrust Inoculate/T. They use advanced techniques to keep
eBusinesses safe.

With its unparalleled management features and deployment
flexibility, eTrust Inoculate/T eases the administration of virus pro-
tection. Administrators enjoy the rich features of elrust Inoculate/T,
including centralized visualization of all antivirus clients, outbreak
alerting and extensive event logging. Automated signature updates
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rapidly reach all protected systems, avoiding the damaging spread of
new virus threats as they arise in the network. eTrust™ Inoculate/T

is the solution for complete virus protection.

Easily enforce security policies using the centralized management
capabilities of eTrust Inoculate/T.

eBusiness Security and Protection Benefits

eTrust Inoculate/T enables organizations to confidently deploy network

services, providing complete protection against virus attacks. In

addition, eTrust Inoculate/T:

¢ Reduces Risk and Costly Downtime. eTrust Inoculate/T is cer-
tified to detect 100% of “in-the-wild” viruses. eTrust Inoculate/T
prevents virus outbreaks across critical computing assets from
causing revenue loss, costly downtime or lost customer confidence.

e Lowers Cost of Ownership. eTrust Inoculate/T eases virus
protection administration with automated maintenance, extensive
alerting mechanisms and flexible deployment facilities. Through
centrally managed policy enforcement, administrators can prevent
dangerous gaps in virus protection.

¢ Enables Trusted eBusiness. A virus-free network enables
organizations to confidently embrace Internet resources without
the fear of virus threats.

The Right Solution for eBusiness

To address the needs of any IT environment, eTrust Inoculate/T is
available in various editions.
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¢ eTrust™ Inoculate/T® Workgroup Edition is designed for
small- to mid-sized organizations and departments within larger
environments, delivering out-of-the-box protection.

e eTrust™ Inoculate/T® Advanced Edition is the ideal choice for
mid-to large-sized organizations. It provides powerful centralized
management functionality, making it easy to protect distributed
networks against virus attacks.

Distinctive Features

e Superior Manageability. The multi-tiered architecture and
hierarchical organization of eTrust Inoculate/T provides deploy-
ment flexibility and powerful management tools to administer
antivirus protection. Policy enforcement mechanisms “lock-down”
client configurations, averting dangerous gaps in virus protection.
Flexible security policies enable the creation of customized config-
urations within the organization.

e Multiple Scanning Engine Support. eTrust Inoculate/T supports
CA's multiple, award-winning scanning engines for comprehensive
detection of 100% of “in-the-wild” viruses.

¢ Realtime Detection and Automatic System Cure. elrust
Inoculate/T provides continual protection through realtime scanning
and automatic cure. Special cleaning procedures are included in
signature updates, eliminating manual efforts or specialized utilities.

e Heuristic Virus Detection. Using an advanced rule-based
detection method, eTrust Inoculate/T detects unknown viruses
and variants before they impose damage on the netwark.

e Virus Signature Updates. To protect against the onslaught of
new viruses, eTrust Inoculate/T automatically downloads virus
signature updates from the Internet and distributes the files to
eTrust Inoculate/T clients. Backed by CA's eTrust™ Global Antivirus
Research Centers, eTrust Inoculate/T is continually updated when
new threats are discovered. Incremental signature updates limit
the impact to vital network bandwidth.

¢ Centralized Event Logging and Alerting. A centralized log
of all virus events, including files checked, viruses found and
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responses taken, helps simplify administration. The eTrustm

Inoculate/T® Alert Manager notifies administrators of all critical
virus incidents from any server in the environment.

¢ Directory-Enabled Repository. The eTrust Inoculate/T data
repository is LDAP-enabled, allowing for complete access and
integration with existing technologies.

eTrust™: Managing eBusiness Security

eTrust is CA's family of eBusiness security solutions that proactively
secures an organization's heterogeneous IT infrastructure from

the browser to the mainframe. Powerful, comprehensive solutions
address every security issue, including antivirus, access control,
Virtual Private Networks (VPNs), Public Key Infrastructures (PKIs)
and intrusion detection. By offering complete security infrastructure
management from the IT industry’s leading security vendor, eTrust
enables trusted eBusiness.

CA also offers an extensive range of services to help an
organization accelerate a project’s successful completion and
increase ROI. Offerings range from initial assessment, product imple-
mentation and integration projects, to migration services, premium
support offerings and staff education. For more information, visit
ca.com/services.

CA Education helps everyone on an implementation team
take full advantage of our products advanced capabilities. Our training
methodology parallels business processes with “customizable”
content, 24 x 7 delivery from CA classrooms to desktops, and state-
of-the-art learning centers. Find out more at ca.com/education.

Supported Environments

e Windows 95/98/Me e Novell NetWare 3.x, 4.x, 5.x

e Windows NT/2000/XP e Microsoft Exchange 5.5+/2000
e Various Linux Platforms ¢ Lotus Notes/Domino

e Macintosh

For more information, call 1-800-243-9462,
or visit ca.com
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